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Handbook Business Continuity
Management
(https://ithandbook.ffiec.gov/it-b

ooklets/business-continuity-mana

gement.aspx):

APPENDIX B— GLOSSARY

Business continuity management
(BCM) : The process for
management to oversee and
implement resilience, continuity,
and response capabilities to
safeguard employees, customers,
and products and services.
Resilience: The ability to prepare
for and adapt to changing
conditions and withstand and
recover rapidly from disruptions.
Resilience includes the ability to
withstand and recover from
deliberate attacks, accidents, or
naturally occurring threats or
incidents.
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Business Continuity
Management)
review the business
continuity plan annually and
periodically arrange for its
review by the internal audit
function or an appropriate
external expert;
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Board oversight should
include:

® Assigning BCM

responsibility and
accountability.

® Allocating resources to
BCM.

® Aligning BCM with the
entity’s business strategy
and risk appetite.

® Reviewing business
continuity operating
results and performance
through management
reporting, testing, and
auditing.
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The board and senior
management should engage
internal  audit (or an
independent  review) to
assess the BCM design
effectiveness, including
policies and procedures, and
the effectiveness of controls.
Audit should report to the
board and provide an
assessment of management’s
ability to oversee and control
risks related to continuity and

resilience.

Auditors should:

® Evaluate the business
impact analysis (BIA) and
risk assessment for
reasonableness,
identification of critical
functions, and the
likelihood of different
events and the potential
impact on operations.

® Evaluate  controls  for
reliability, adequacy, and
effectiveness regarding
continuity and resilience.

® Leverage SOC reports and
other external artifacts
from third-party service
providers, as appropriate.

® Compare the entity’s
inherent risk level and the
effectiveness of risk
mitigation  against the
entity’ s risk appetite.
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® \erify whether test plans
achieve the stated
objectives.

® Monitor BCM testing to
verify that issues
(e.g., deviation from test
plans and failed objectives)
are appropriately
identified and escalated.

® Assess the BCM program’s
effectiveness.
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Management should develop a
BIA that identifies all business
functions and prioritizes them in
order of criticality, analyzes
related interdependencies among
business processes and systems,
and assesses a disruption’s impact
through established metrics. The

BIA  should define recovery

priorities and resource
dependencies for critical
processes.

= ~Page3

Conduct a risk assessment to
identify risks and evaluate
likelihood and impact  of
disruptions.

= ~Page 16
Management should establish

recovery objectives after

determining a disruption’s impact.
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(Australian Prudential Regulation
Authorlty APRA)z_ 3 & 1% 4 ¢ 12

4 #. Z_(Prudential Standard
CPS 232 Business Continuity
Management) % 28 i% : Recovery
objectives are pre-defined goals
for recovering critical business
operations to a specified level of
service (recovery level) within a
defined period (recovery time)
following a disruption.
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The board and senior
management should develop
effective  strategies to meet

resilience and recovery objectives.

Management should develop
business continuity plan(s) (BCP)
with sufficient detail in relation to
the entity’s size and complexity.
The BCP should address key
business needs and incorporate
inputs from all business units.

¥y AL RMNFEE RS
(Australian Prudential Regulation
Authorlty APRA)z_ 3 & 45 4 12
4 4. Z_(Prudential Standard
CPS 232 Business Continuity
Management) % 31 i% : 31. The
BCP must document procedures
and information that enable the

institution to:

(a) manage an initial business
disruption (crisis

management); and

(b) recover critical business

operations.
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Management should implement a

business continuity training

program for all stakeholders.
- ~ Page 37

The board and senior
management should provide for
appropriate exercises and tests to
verify that business continuity
business

procedures  support

continuity objectives.

- ~ Page 47
Because risks and technology
often change, management
should regularly review and

update the business continuity
program to reflect the current

environment.
A ~Page 3~ 49

Monitor and report business

continuity and resilience activities.

should establish

management’s

The board
expectations for
business

continuity  reporting,

regularly monitor business
continuity and resilience activities,

and provide credible challenges to

management.
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